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DIRECTOR OF CENTRAL INTELLIGENCE

Executive Registry
86- 3536/1
5 August 1986

BOA/EES

MEMORANDUM FOR: NIO/FDIA
FROM: DCI
SUBJECT: NEWSDAY Magazine Article

I think this is a good piece which
puts much of what concerns us in perspective.

-
William J. Casey

Attachment: ' .
g¥ﬁ¥¢,ww R R g Abovementioned Article
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Newsday, Sunday, July 27, 1988

a -

‘%‘I v B
B ‘Year of the Spy’:

B Was U.S. Hurt?. '~
Orne more spy was convicted Thurs-
day, but all their revelations caused

only limited damage to our defenses.

By David Kihn

STAT

OR MONTHS, the
F country has heard
about the damage
done by spics for the Sovict
Union who have been nrrest-
ed — apparently without
end. In 1945, dubbed by the
medla the “Year of the .
David Kahn, who teaches o
cvurse on intelligence at Co-
lumbia University, is un eds-

tor at Newsday. He is the
author of "The Code-
breakers™ and “Hitler's
Spics,” published by Macmil-
lan, and 13 a co-editor of
Cryptologia maguzine

Editorials / Page 3

11 Amerlcany were necused
of disclostng national securi-
ty information.

Government officials and
the media contended that the
spies did enormous harm to

rity of the United
“or example:

3 sale of code keys und
of the details of nuclear sub-
marine patrols to the Soviets
by John A. Walker, who con-
fessed, and Jerry Whitworth,
who was convicted Thursday,
was “the worst security
breach the U.S. has scen

— Continued on Page 4
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NEWSDAY, SUNDAY, ALY 27, 1986

The ‘Year of thevSpy’ Crevated Headl

— Continued from Page 1

since World War 11" said the US.
sttorney whose office prosecuted
Whitworth. Time magazine second-
od this: It was “the most damaging
spy operstion (n the U.8. in nearly
four decades.”

® The disclosure by a former Cen-
tral Intelligence Agency employes
of the names of Soviet citizens spy-
ing for the United States — at least
one of whom appears to have been
cxecuted — was "the worst intelli-
gence loss in according to
one informed official.

® "You cannot possibly over-
state” the harm Ronald Pelton did
in selling secrets of the codebreak-
ing National! Security Agency to the
USSR, one former senior intelli-
gence officer said.

® Pelton’s revelations were “the
worst compromise of U.S. intelli-
gence in recent history —
the worst we know abou
¢d The Washington Times.

@ Government officiala calied the
Walker-Whitwol episode — in a
climax of the litany of hyperbole —
“the most damaging case of espio-
nage in U.S. history.”

iscounting the contradictions
among the statements and even the
exaggeration of & prosecutor seek.
ing ®» conviction, how serious were
the spy losses?

They cannot be quantified, but
they are nowhere nea damaging
as the shrill tone of many of the offi-
cisl and press statements 8
The losses were discommod! n&, and
expensive, but they hardiy aflected
Amarican power, American policies,
or American sbility to operats effec.
tively in the wo

Take the al cryptographic
disclosures of Walker, s former
Navy chief warrant officer, and his
friend Whitworth, s former radio-
man. Walker said he sold to the Bo-
vietsa — in 30 instaliments between
1968 and 1985 — matarial concern-
ing the KL-47, KW-7, KWR-37, KY-
8, and KG-14 cryptographic sys-
tems. Some had gnen supplied by
Whitworth, some Walker photo-
Euphod with & tiny Minox camaera,

@ said.

How much damage could be done
by such revelations to the Soviets?
Code systems have built-in safe-
which limit i

t,
contend-

ance, many
cryplographic systems have consist-
ed of two parta: the "method” snd
the "keys.” The method is perma-
nent and, in today' tems, is often
embodied in the electrical circuits of
s cipher machine. The keys, which
et or program the machine, change
frequently; differant keys are given
to different users.

Both method and keys are needed
to encode, and the receiver must
likewise have the method and the
proper keys to decode.

In 1883, French cryptographer
Auguste KerckhofTs enuncisted &

| goal for cryp

1f an snemy doss not have the Keys
used Lo encode & particular crypto-
gram, he will not be sble to solve the
cryptogram, even i he knows the
method. It took until the 1920s to
create ciphering mechanisms that
achieved this result.

Walker said under oath at
Whitworth's trial that he gave the
Sovieta tachnical manuals for sever-
sl of the tosystems. A retired
NSA officisl testified that this
would enable the Soviets to recon-
struct the method of those systams.
Walker further said that he gave

The losses were discommoding, and
expensive, but they hardly affected
American power, American policies,
or American ability to operate
effectively in the:world.

the Soviets photographs of keys for
some of these systems.

1t is altogether probable that the
Soviet Union utilized the technical
manusls to reconstruct the erypto-
systems and then applied the keys
1o decipher American messages that
it had intercepted and preserved.
But even at that, it would be able to
read only messages for which It
knew the method and had the keys.

“We design our l!::‘.ml.' testil
the NSA official, , without &
key, we are highly confident that no
onscan thess communications.”

The Soviet Union would have the
keys only for e relatively small
number of messages. reason?
Different U.S. Navy commands or
regions have different keys. The
westarn Pacific area does not have

the same keys as the eastern Pacific;
a carrier battle force commander
holds higher lovel keys than a de-
stroyer captain, though they would
have some keys in common.

This mnmplicr(‘ts reduces damage
if a key is captured, betrayed or sto-
len, and it kesps information from

ersons not intended to know it.

‘here are “hundreds” of crypto-

aphic nets, each of which use the
sding keys, the NSA of-
ficial said. Ahd though Walker and
Whitworth had long and extansive

sccess to Navy cryptosystems, the
could not hlvoy o the keys l{
all of them.

th:t" ou;n&o, Walker t'nu-u{( d
among the phic keys
he sold to the 8‘;{{“ nion

those for the primary broadcast

ines — and

channel of the American Atlantic

submarine fleet. He said nothing

sbout the aubmarines, and it

may therefore be presurned that the

Soviets got no keys to this channel

excluded from resding
onit.

Again, the Soviets w sold
keys for the KWR-3 o systems
for encipherment of messages sent
over the western Pacific fleet
broadcast channel, Walker tie
fied. But these widely disseminated
communications do not rise sbove
“secret” in the security clsssifica-
tion — they include no “top secret”
messages — and, as Adm. Stans-
field Turner, & former Central In-
telligence Agency director who
once commanded the Mediterra-
nean forces of the North Atlantic
Treaty Organization, said, “The
stuff on the fleet brosdcast is of
very little significance.”

All of this adds up to the fact
that the cryptographic exposures
by Walker and Whitworth did not
jeopardize all Navy communics-
tions but were limited in scope and
80 in damage.

The same may be said about rev-
tua! naval operations.
lleged to have disclosed
the duration, routing, depths and
hovering points of U.S. nuclear sub-
marine patrols as well as details of
Amarican antisubmarine warfare
techniques.

This information may have
helped the USSR t track and — in
case of war — would have hel t
to nullify our subs, the third leg of
our nuclear defense triad, while pre-
venting many of its own submarines
from btlnxdulmyod‘ And the Bovi-
ots might have learned, via some of
the keys Whitworth is said to have
supplied, details about s fleet exer-
cise, Pitex 83-1, carried out in 1983
400 miles of Siberia's Kamchat-

ka Penin:

These details, a Navy captain tes-
tified at the Whitworth trial, con-
aisted of an operations geners} or-
der, specifics of the exercise and the

ird Fleet commander's views on
the exercise. Another report pro-
vided "very good insight into how
the United States Navy would con-
duct anti-air warfare.

The captain said that an Ameri-
can evaluation of & similar Soviet
exercise would take some 50 man-
years of effort and noted that if, in
addition to visual observation of
the ship movements, “"you have all
the boi?e late of the exercises, the
purpose, the tactics and the wrap-
up of how the opposing force thinks
they've done, you've got to save
just an incalculable samount of
manpower.”

He also remarked that “because
most navies tend to practice in
peacetime the way they expect o op-
erate in conflict,” knowledge of the
flest exorcise would tell the Soviet
Union what to expect in case of war.

But there has been no war. The
information about both surface end
submarine tactics is already obso-
lescent and s growing increasingly
50 as technology evolves.

“A good deal of that [damage pre-
sumably done by Walker) fortunate-
ly has been ameliorated by time,”
said Adm. Bobby R. Inman, a former
deputy director of the CIA and a for-
i intelligence.

o eimilar view,) lots of rea-
sons (aside from the Walker infor-
mation] why the Sovists could
have quxi- d their subs {to h

per anti ine warfa
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forts]. I have felt that the W-lhr
case s not as serious as poopl. hu
claimed.”

our fleet,” Turner said. "But peace-
time fleet activities aren't very im-
portant,” he said, in effect contra.
dicting the navy captain'e
testimony. "The Soviets won't come
away with s t advantage. Since
nothing serious happened when
they read our codn. u [thc
Whitworth betrayal)

term loss.”

In the political realm, a State De-
Kﬂm nt arms control official said

at he has seen no new Soviet

sttributable to their new
information. The reason, he be-
lioves, is that sny gains in intalli-
gence have been overshadowsd by
political events wholly unrelated |n
intelligence.

Even Soviet leader Mikhail Gor-
bachev's froqulnt and drsmatic
arms con| posals, so diffe
from the mli athodnl his
cessors, stem from his way o doln
things, sot from any new Inulli'
gence he may have gained.

If the Wll{or and Whitworth rev.
elations g-vo awsy information on
U.S. military streagth and oper-

.m&h

Whitworth rnvllniom ’
the So-

‘countries. haverepaatedly
put new” cryplosystems, new meth. - »
ods of transmission into service, But
the agency has kept with new,
methods of interception and. ;nnly-
sis, 50 that the loss was, Sn‘uu}\y/
cases, only temporary. N
?o): B.Ampl.' mo::ld.rochdm .
two ctgxﬁn‘ an-
other u- p( yn ldd no one
‘compla! ir disclo- .
sures hnd ndund u-uq intalli-
g.nn, indicating that the luul had

The odur lnulllnm [
must be doing this as well — or)- -
they're nu the for which
they’re bel of

coming intelligence, in other words,
has at most cost the United-States ..«
dﬁm uuya.t‘mmtr, it w.

od
ldUS.onlln usal 20
loudly l the losses?: u n .
hplmnmm
r the duuu‘l Neither Plul Su-
, 8 prof ollnumdouln-‘ [
lations st Berkeley and :::ll
o

val

Fonlu Intelligenge, Advlur;
or Turner think 80 « =": mv g
"1 dnn‘! think you can overesti.
mate how concerned these “intelli-
gence types are anu: any secrets

The exaggerations also seem rooted.
in part in a typical American - ..
ignorance of history. T

ations, those of Pelton and former
ClA employce Edward L. Howard
deprived the United States of incom-
ing intelligence.
slton was a $24,000-a-year ana-
lyst for the NSA who was found
ilty of selling to the Soviet Union
fuunudon on how the NSA saves
drops on them. .

An NSA official testified.at Pel. -
ton's trial that Pelton's information
had caused thnﬁnvuuhuopudn(
some channals, depriving the Unit-
od States of valuable data.  «.. .

The United States was said to
bave lost still more intell

when Howard told the KGB the .
o

names of CIA spy handlers working
in Moscow and perhape the identit
of one spy, & Ru-hn aviation n‘z
neer who was rej
The betrayal has I-ﬁ U.B. inhlll-
gonce oponuotu in Moscow i
shambles,” according en hulllv
gonce officlal.

Did thess losses hurt American
policy? Did the decline in informs-
tion from within the Soviet Union or

about {ts lubmlrlnn rutric&'

American

,

coming out and how -hau::v: duy
are about the consequences,” Turner
said. “They’re not baving any trou-
ble with the budget now anyway.” .
Seabury noted that when the 7
board questioned the agencies sbout :
T e
gence asan 5

cu;hl'or not having done ?-t:‘r Ll "*

e exsggerat! onro ~officials 7 *

mh! {n the'paln th:;‘_ a

serious cases
O. K}cuu&uemn:"Dng«
reanglass, & 08, Wl
nnnuhu to the Sovieta. *
and Andre

©® Christopher
Daulton l.u, “the Faloon and the
Snowman,” who sold duldhnl th.
Rhyolite series of nhllltu.
[ Wlllln;’lhm lsl‘; the CIA'

world or hamper thn United Bum
at the negotisting ublﬂh;l‘:un

Moreover, the losses will be made
After Pelton's disclosure led

the Soviet Union to top using cer-
tain channels for sensitive informa-
tion, the National Security Agency
unguestionably detected this dim-
inution and moved o seek the infor-
mation, or similar information, else-
where. It has done this time and
again, as a consequence not of be-

the operations manual'for the new
KH-11 satellite. The manual re-" '
vealed that '.hn satellite televised its

extremel; !h -resolution pictures
to the States immediately
after lhl re taken.

So if the damages of the Year of
the Spy are seen in
do not turn out to
feata that the yelps of the officials
and the media suggest. The
temporary and relatively insigni
cant setbacks that make the United.
States spend more money but do not
much wound its military strength.

They in no serious way und d
mine the nation's security. America
can sleep soundly tonight.

s
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